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Abstract of JP 2000331420 (A) 
PROBLEM TO BE SOLVED: To shorten the 
processing time when the editing process, etc. are 
carried out and the different key data are assigned 
to the already ciphered track data. SOLUTION: In 
the SAM 43 of a portable player 4, the XOR of the 
contents key data CK and parts key data PK is 
calculated to obtain temporary key data TMK, and 
the MAC of the temporary key data TMK and block 
seed data BS is calculated to obtain block key data 
for every block. Then, audio data are ciphered by 
using the block key data BK for every block and 
stored in a flash memory 34. When the contents key 
data CK are changed, the parts key data PK are 
changed so that the temporary key data TMK are 
not changed. 
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izmtx. y--fx7wu mxxhzyvz.-? b 
nmximmii£vm£>m%b'Z'fTo. 3> 

f a -^2Ji. Witf. CD-ROM K:M 7"6A^A 
[0018] fil^fflf£iigM3 

^ffli£it^S3«i. mmrv-^AiznLxmm 

&b£tl. mtU. ^t'JXr-f -y^ (Memory Stick :jg 
S)f*0, 77-y^ J .^t'J^i:'0»l'^^^rig^ 
WMt'JtlWUv^. %WMmiz&^X. 

*-v(?)mmi!mazti&zbi>$>ztf. t^vt-v 
a, mmimsm*mti><?>bixmvx\^. m 
2fc^r idt, si«fflis^a3(i. «itar. ±cm 

t^'a-;P3 1. 1«-(y^-7x^^32, MfK^ 

[0 0 19] C$(lffli : e^i-;W3 3D 02^-fJ:3 

5 0, fS1i^--y h 5 1 , a4^/«*J---y h 5 2, 
fflSISEi- -y h 5 3 , B»<t/a^a=. -y h 5 4 *j J: 
^J»X-.y h 5 5 Mf|%^A^3 3{i, 
xy^H-yycOBf^jnafffflW^lilgST'ifcO, 

JEizr-^m^tHW^ i£ffi?>'*-&&GlX 
^S. SUc^4i--yb5 0li, ajR5fi^5*5»« 

64b' >/b (8>U h) V&Mtm.'tl. 
[0020] SEtt^7h5 ltt. Mitf, EEPRO 
M(Electrically Erasable Programmable Read Only Me 



mory) Kb'n^mmjvjx'h*) , ummtz&m* 

lEttx- >y r- 5 1 tStt**iT^4r-^*aW4fc 

J4. !2iE^T-^ I K 0 ~ I K 3 , . gS^iJr-^ I D 

[00 2 1] I2IE^T-^ I K 0 ~I K 31 fi > H^fflfE 
tt£9t 3 tfBt^JBTV-^ b ^fSTfflSBIESrff a R 
£fflv^ft£>8T-:y'T'S> , 5. ®&t&*o£1S5.mE 

zfiomzmmr-? 1 k 0 ~i K 31 c7)d^-^!2SE 

IK, ^i^ifcilflHWHtP-^SK. li. fil^ffl 
»Wr-*ID. J4. 8WfflfEflSSI3(c«LTJ.-- 

tfdetd«»flis*i'ciJt»ffl7 , i/-^4(cmAs*i.4. 

tmmr-? SK 0 14. aJWiidfc, ayf-yy 
ttf - ? C K L T 7 5 v 5/ * * * I/ 3 4 fciBI! 

[0 0 2 23 «4jK/j»lt«--'yb52li» «itf, I 
SO/IEC9797C0MAC (Message Authenticatio 
n Code) m.%t'cr)m«<7)®*i'rt^XmT—?t:£& 
th. Z?)bZ. MACMWWi. 0UJ4\ "Block cip 
her Algorithm" b IX F I P S P U B 4 6 - 2 
*l|)DES(Data Encryption Standard) #JfHr^il&. 

*i-tfl*lttA -y S^RR**?* ■? . BmtWftffift 

[0023] ffiSBEar. y h 5 312, UWfflrv— V 
4A»&#-T4:*T-*£A:fcbT75yi'***'J3 

4K*#iitriw^*ff3wfc:ftioT. mmru— v 

4i:<7)[aT'ffl5I2iE5ra$:ff^. ffiSBKi-v 
r-53J4, 777yjL>t l J34K*-f-ftf-^ 

tifcioT, 8H»fflri/-+4k«BITffiSBiE»a* 
ffo. fflSI2iEi- y r-5 314. ffiSBHBfi9lc 

awt, waLfcMAcawtffd. i8ffl£BfE*ia 

"Ctt, 12^- -y t-5 lKIEtt^ilT^ST-^ffl^ 

[0 0 24] «*ffc/(>[#a-«/h 5414. DES, I 
DE A s MI STY&fcWn-y^Bf^T/l^UXAT' 
«(HHfcMTd. «flH-4*-Ktt. F I PS PUB 
81" DES MODES OF OPERATIO 
N" fcS££;rlTV>!>J:-5&ECB(Electronic Code B 
ookJ^-Ffcit/CBC (Cipher Block Chaining) 
YX-hh. VHfc/0»ai»h54tt, DE 
S s I DEA, M I STY^r4f07*n«y^a#T;P^' , J 
XAX'cnmi'fxo. m-ftt-Yte. JJEECB* 
-H*Jit^CBC*-HT*«. 3RECB*-K*iJ: 
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tfcBct-H<oyn-y^«^k/a-*Tti. »5e*n 
id*?-* zm^xgifeztitzT-? ^ifit/aft 

6. h- 5 5tt. SUS3&£J---y h 5 0. Stl 

y h 5 1 , -y h 5 2 , fflSfSUi 

- -y h 5 3 & i iSmWL/'m^-- v h 5 4 
fil/CHH-**. 

[0025] (777i/^ ; £ l J34)777ya« 
U34I4, fflitf, 3 2MA>f K0Ett»*t*t*. 
7 7 -y vo. ;* * 'J 3 4 «4 . fflS!2BE-3.- >y h 5 3 1 J: 
iffiSBEWlfc J: -> TjES&ffl^-C** b Bfcfcfifc 
k#fc. 8MWS7V— V4*>^A*tfc*-r-i*r- 

^3&«»Sii4*l6. *fc. 77-yx^t'J34A^ 
tt, ffl5I2B^--y h 5 3lcJ:£ffiSnENHlcJ:-3T 

^*«»ajs*i.TSt»jfl7 , i'-v4Kaj*s#is. 

[0026] HT. 75v^Ay*y34WHIS*i* 
T-^fc<J:W f -e<07*-V>ybtOV^BB-tS. 04 
(4. 75 yi^*U 34£K£§ftl>T-?£t&W- 
S^fttollt'J>S. 04fcScf 4:31;:. 77 7^^ 
'J34W4, flitf. S4 < fEl7r^;H0 0. b?y 
;f-?7r^H0 1, , 101, , 101 2 , 10 

i 3 jWEtt3ivo*$. SM7T>f;no 

0l±h77;f-^7r^HOl, -10 1 3 <0S£ 
10 1o ~101 3 li**l*il*tJW* r-7-y^T-^ 
T{i, h77;f-^ll lft^OJT-r-f^ 

[0027] ii5<4. m&myTjivnmmmL. 

06^*-O ( lffl) ^ATRAC3r-^7T-f;^« 
^$r*-r. 1141^97 r-f/H4> 16KBlgf«07r 
-fiW"?**. ATRAC 3t— ?77"f /M4s fl*iiT' 

i, or . %m<?>m&^ -y . -entc^< ^^u&^-fi: 

Siifcff«7*-^i:*»^>4*. JStt^-y^t 1 6KB@ 
fcgbZti. M'k ! m7T4)Vbm&Ltzmm:^-t 

[0 0 28] S*fa7r^;H4, 'vy^ l'Vh? 
-H^^'J^-K^MNMl -S. 2>Uh3-\ t 
^tU*-F<o^raNM2-S N WH<?)B4iT-7;U 
TRKTBL, ^*U*-H^*<0fWlHIWBINF-S 

fc^fe^S. r-^7T'f;i/«05fesl<y)mttA..^i4. ^ 
>y^. 1AM h3-r-'<0ft^NMl s 2A-f b3-K«) 

KINF, A-^lt^PRTINFt, h7>y?<7)tf]5a 

mkiNFbtp^i. ^.y^c{4. =shu 

[0029] Rtt^nStLT ATRAC 30t«T 
«4>^s #7 , D«y^<7)5feSB^. y y^|j$tL-CV^. 
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SNfc, *tifttt.<Mm*%Vh<7)\t. ATRAC 3 T-f 
7t4 )^<7)^mf- ?CD&X'3>iX. ZtlWU7)W£. 

[00 30] mite. BifS^T^PBLI STO 
£K>mm%T-?ffitfii*l. 128 A. 128 Bit. W£ 

^myr^iuPB l i sTzmm-z^-yyt-tixmi 

(D&ttZZtlZtl^-t. r A )VP B L I ST 

it. 1 ? ? ( 1 7?=16KB) «9DM XX'h 

h. ^-7? (us a) a>'3 2A'-r hX'hz. ^^vm 
(as b> tf*v)ii-v4imzm-h%mKM 

l-S (256^M r-) , £fijNM2-S (5 1 2 AM 
h) . CONTENTS KEY. MAC, S-YMD 
hrasi, mm.%t<mt hf—r^TRKTBL 

(8ooam h) t. t^vx-Y^mzm- hnm 

$INF-S ( 14720AM h) T$>*). fctMcv-y 

x-miZMffit %&£o tzmfeztix v** . 

[0031] S^fe'SS^r-OHi. (0x000 0) a 
i^(OxOOlO) T'^ft&ifcgia^ 3 2 AM h 

(08A) tf<\'vyx-kh. 7r4)V*PX'%mfr 
h l 6am hmx'&®e>iifc%.GLZxw htWt 

vyizit. thomm. mm. mzw^T-ttfftmfr 

t>m>,zmZtlh. =5rt>. Re s e rve di:*ie§tlT 

( o x o o ) mfrtiz *\ nmfriix uttRes 

e r v e dOr-?***^?^. W£<?»<-i/3 >X' 

it. $£gtfh*)*>h. ttz. zmft'wmz&z-im 
±th. opt i ontmfrtitzmi>mmL%^ms 

It. -kXRe s e r v e dtmtmitZtlt. 
[0032] BLKID-TL0 (4AMM 
SB* : BL0CKID FILE ID 

mm ■. n&my r -r /wmc hi z t zmstt ^ 

>sb<7M 

ffi:ffl£fc=" TL = 0" (0UfcfOx544C2D3 
0) 

MCode (2 AM h) 
MM : MAKER CODE 

— K 

l:lttl0^K^-*-3-F) Tffi6t*yh 
(ffiS^-H) 

REV I SI ON (4 AM M 
W%: PBLI STcOS^^tEljR 

h 

S-YMDhms (4aMM (Option) 

mm : mmx-zmnzft^mximitz* -fib 



mm : KUfmBm^mmhtuh^m. 

ffi:2 5~3 1t'yb £ 0~99 ( 1980-20 
79) 

21-24t'-yh £ 0~12 

16~2 0tMh B 0~3 1 

ll~15t'-yf- 1$ 0~2 3 

0 5~10t*-yh # 0-5 9 

00~04tMh & 0~29 (2*MHi) . 
[0033] SN1C+L (2>U M 

mm ■ nm i — smmzmfrtiz u ko^bj 

«ffi6:ffiffl-r4X^3-Hfc«S3-K*#l^ bt' 
at 

€ : 2^3- H ( C ) (i±fi 1 A4 hTTEtf) J: 5 fc* 

00: X*3-FJ±i8£L$rV\ #*S2jiRi:LTa3 
it 

01: ASCII 02:ASC1I+KANA 03:modif ided8859-l 
81:HS-JIS 82:KS C 5601-1989 83:GB2312-80 90:S-J 
IS (for Voice) . 

[0034] miia- H ( L) teTft 1 am hT'Tffi^ 
J:5KEBU Tech 3258 8£fcflStTtS£K8W4 
00: ISSL&V^ 08:Gernan 09:English 0A:Spanish 
0F:French 15: Italian ID: Dutch 
65:Korean 69: Japanese 75: Chinese 

[0035] SN2C + L (2aM h) 

mm : nm 2 - s mmzmfrtih xvj/t- mzm 
< 2am h ) nwrnm- 

aBB:ttW"t4A*3-Hfc««3-H*#lA-f hX' 

ffi: Ji^L^SN lC + Lfc|5l- 
SINFSIZE (2AMM 

MM: INF- s«*fc:»Wi6 1 0 1- Y-kMzm 

•t&wnmmoyzxzutititzw xzm 

mm : r- ^-9-^X2: 1 6AM 

*iv ^{i^-f 3f-;Hfn t -T h w i: 

i[:-9--<X{i0x0 0 0 1K0x39C (924) 

T-TRK (2aM h) 

MM : TOTAL TRACK NUMBER 

mm : Sh77?t 

(1 : 1 frt> 0 x 0 1 9 0 (g*4 00h57;),f- 

VerNo ( 2aM h ) 

Sift : 7t-7-y bOA'-i/g 

*8ig : km** a . Tfi* ? -7^f 

A*--/ 3 y#^- 
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&-.m 0x0 1 0 0 (Ve r 1. 0) 
0x020 3 (Ver 2. 3) . 
[0036] liU^7^KIil:t^Sf- 
9 (08 B) fcovvCJaTKRW**. 
[0037] NM1-S 

: vij- ^mzmtt i >u t-o£fr 

MZ: 1AM htf)X*3-HT«Lfc^ra5*»&«f-f- 
? (ft*"C2 56) 

£*T-*<0R7tt, #-f»«3-h' (0x00) 

V>*£fcfcJ«0r< fc t*« (0x0020) ( 0 

x 0 0 ) £ 1 AM hJ2UJMW4 Z k 

NM2-S 

£*: **U#-K:£#ai-fi>2AM hco=Sm 
ffiffi: 2 AM 1- ^)i^3 - F X'%. Ltz^^r^Mf- 
9 (ft*T5 12) 

*»T-*tf*7fcL *-f»«a- F ( 0 x 0 0 ) 

\*k&\S&H:< k fc5fcSS (0x0120) *^3f;W ( 0 
x 0 0 ) i 2AM hVAHmt&Z k 

[00 38] CONTENTS KEY 
TENTS KEYfc|S|tfi 

ttffi: S-YMDhms0MACaff*tefcKi:a:6tt 

iI:0*>£>OxFFFFFFFFFFFFFFFF£T 
MAC 

S-YMDhmsOfiSgfcCONTENTS K 

II: OKOxFFFFFFFFFFFFFFFFt 

[0039] TRK-nnn 
Sft : S4i-ri>ATRAC3T-5'7r'f;PcOSQN 

: TRK I N FO+^F N o *fE*fS 
ffi: 1*^4 0 0 (0x19 0) 
h y -y 9 LarV*W±*-JH? o ftSClfc 
INF-S 

XMe: **y*-K±tMcH**«MWl7*-* (W* 

Ml. ««»<0fl!«) 
fflg: ^v^ffofe^fi«frtDff«T-^ 

^#W«Dffl«r-^(ift^M 6AM hJjLhT4AM 



S-YMDhms (4AM h) (Option) 

m. 

ffi:25-3 1t'yh ^ 0-99(1980-20 
79) 

2 1-24f-yF £ 0-12 

16-20t*yF B 0-31 

ll-15t'-yF 1$ 0-2 3 

0 5-1 0 b* -yN # 0-5 9 

0 0-0 4t'-yF # 0-29 (2fMna) . 

[0040] M^myrMvcnmmxu vhki 

X. ^-yrrt<7)t><^fc PI-COB LK I D-TLOfc. M 
Codet, REV I S I ONfc*ifttoh.i>. 

[0041] mm*-T<*WLHekix. 
%iizm£ztibm$v>mLzmiii-t&zktf£gk 

Ztlh. ±&LK£o^ REVISION^n-y^ 

3*+-C»«*7*%t-f4fc. 5fcHfc*iI<9REVI S 
IONOffciMfcW. M^7$r«ffi-fl»^t* i T-§ 
l>. RE V I S I ON#2ffi#£-f !><>>T\ ii^5I"£-e 
M£**T£t&atf-|> I k tfX'% h . M^»7c7)^aj^tc 
tt, X7-p<-y-fe-^^^)gS^m-tl». 
[0042] 1707? (16KB) fftffflfflt 
tUSttBLK I D-TL0SrSALTV^C0T\ FA 

&zrv>y9<r>*m<r)m%.mmuf. yr^iv 

ffiBLK I D-TL0J2, yn-y^CO'v-y^iJiyfyo 

•y 9 v>&®&ttizzmt,zim?i cox\ -ewftMttwf- 

BL I ST<D|I— <OkcO£ZfitfHliLT{>&V\ 
[0043] ATRAC 3r-^7r-f;Hi. Yy-v9 

mmmyr^^kimtx. m%±$%T-9s. m 
mm-<7>7'vv9timij i hi$r£;i>hh)X'h r ). at 

RAC3T : -97T4MzmLX\$. 
/□•y^S-tBLOCK SERI AL#Wt&iVO* 
h. fiU ATRAC 3t-*7tM Mi. M?fi»0 
7r4/kfo**y*-FJ:fc:fiq^&tf>-?\ CONNU 
M0T3>-f-V^tOK«!lS:ftJt!t±-p. BLOCK S 
E R I A L *mt£^k , S«4«56t F AT^m 

[0044] FATtfMR«*TtaiV«:fe4V^ 

^. lia$r fSt&^X? r 4 iVk IXT^SOh 



(?1 1))00-331420 (P2000-33142 0A) 



*-a-3-F (MCode) 1P7xiv?0)9&tb 

*mtz%mznxm. 

[ 0 0 4 5 ] 08 C<i. ttJnt»#T-?»«j££^-f . 

[0046] INF 
SB* : FIELD ID 

ffi: 0x69 
I D 

ffi: OKOxFF 
SIZE 

Stt : ffiWiof^flHBra** $ 

ftftTfrWitfSr&fcK S'M 6AM FfiLbo 

it. T-?c^i59<£9£9#TI>3S£te7/MOx 

00) Tffitf>Tfc<<ri: 

<1: 1 6*^14 784 (0x39C0) 

MCo de 

Wfo : MAKER CODE 

-F 

l:M10t7h U-#-3-F) Tfi6b'-yh 
(«883-F) 
C + L 

ifflc : jfcHfrfc 1 2AM FB*»&«>t-*S»«:»jWi 
tS«g: ffiffl-TI»^3-Fi:«l3-FSr=g-lAM FT 

** 

ffl: Wi£<9SNlC + Li:|S|t 
DATA 

mm : ^mskT-fx-m-. mr-^^mmiz 1 2 

AM F g J: 9, SkZ WX) fi«/Js4AM Fill 

coftafrfc* 1 )****^*** (Oxoo) -ca»4 
it 

[00 4 7] OTs h57?f-^7T^101 0 - 
IOI3 Kov^TBWf*. H9tt. F7-y?T-*7 
•M/HOlo ^SI**R«-r*fcA^)Brc**. H9 
fcSrtidfc, F7-y?T-?7?M;HOl 0 ti. 1 
lH«0A*->y*>'o* 0 . Sl£A-ya { 5fflc7)? 5x^CL 
(0) . CL (1 ) . CL (2) . CL (3) . CL 
(4) T8MUtfiTVV&. SStA--yJi, ?7^CL 
( 0 ) i05tH*^M4&L, ? ?X?C L ( 4 ) 
Fa-«yFSU (4) TUTl/tV*. ^rfc. F^-y? 



f-^7r-f/H 0 1i ~1 0 1 3 14. «*WC. 119 
S. 

[00483 lF7-y^ii. 1 . lfiUi, 

lo^»ATRAC3f-^7r^;P (I16#M) THWt 
ATRAC3r-?7:M/Mi, ATRAC 3 

a>t'J4 2 £M*^&^ft/F#{iaU 7*0 -y 7T* 

04>i§£\ yn.y^i:^7^^<i. MKT**), 
1^*? = 1 5£*£flT^£>. 
[0049] 1 Mi. 1 A-7Tffi«$ti|. 

*>\ WltffrirflS k , 8&<DA'->y«>£> 1 tomtit* 
ti&ZttfbZ. A*--y«i, <MfBI»fc6»4>*<Offjl:*T 

jHRtt. 1 F5>y^*UA--7Tffl^$tll.„ ftrtOA 

RTINFT^a-fi.. -f&fc^, A—y9MXtt, P 
RT I NFcOtfOA'-yiMXPRTS I ZEtV>34 
AM h0)T—9X&? . A-ynMXPRTS I ZEtf) 
5feU02AM F* 5 A-->y*iJfo^7X^O^$:*L, 

-7^Fi-.yF (SUfcB&fE-fS) Ofiffi, 
ffiB^^r. iOJ:3^A-7C0ie^*a?rSfOii:fc 

iS^msT^s^ 7'o>y^mfi[ji. su#fi{dtLr 
■mutt*******. 

[0050] S Uii, A-7<0ft/Jv*fi[T* 0 . S.OA 
TRAC 3 T*-T -f ^-^SrffiBWiflKOft/hW 

-*#ffir*s. 4 4.i kHzo-tvru v^esrt 

#£>*Ut 1 0 2 4-t>77l<fr ( 1 0 2 4 X 1 6 t'-y h X 
2^y^) <0*-t -rtfT-^Srft 1/1 OCffiffi 
UfcRSAMFOf'-^SUT**. lSU{i N tm 

(Cj: 1 o<OA--*yj&«flWJ$fLS . 1 ^ 77^W 2 
W9SUTflWfc5*l**£» 1^7X^T^1^#^ 
S-Tii:**T#S. lo<?)F7 y^^E-ri)A->y« 

(64 51) WC-'y*ttfflT*4*fri:*4. 
[005 1 ] 111 0J4 S 1 SU#NAM F (mtl£N= 
384AM F) cO*g-cOATRAC3r-^7T-f;PA 
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3Dnnnn«0r-^iE^J$r^. 01 OUt. f—9 

t4)V ( lXuy?) tft^tlX^h. 01 OT'Ji, 
,I02Xa-y:? ( 1 6x2=32KaM Y) ffy^xu-y 
I^ftSfOAM V (0x000 0-0 x7FF0)^ 

eymfrh 3 2am vtx^-y yx-h *) . 2 5 6 AM hi? 
tt^^NM 1 ( 2 5 6AM h ) T'J> 0 , 5 1 2aM h 

*w&<b«nm2 ( 5 1 2A^ h t-j>i>. «tt^-yx 

[0052] BLKID-HDO (4AM M 
El* : BLOCKID FILE ID 

Witfe : ATRAC 3 T-9 7 r 4 )V<T>%mXhhZ. b £ 

ffi:!]^^ HD = 0" (|?UJf0x48442D3 
0) 

MCode (2AM h) 
MM : MAKER CODE 

— K 

®:±ftl Ot'y h U-tf-n-K) Tft6t'-yh 

BLOCK SERIAL (4AMH 
SB* : h v -y ^wtf lt<o JlfcjSS&S^ 

Xo y 0*^ft2 9 &<OXO y ?(;}; + 

£: 0 <£ ^OxFFFFFFFF £*€\, 
[00 53] Nl C + L (2AM M 
S"ft: f^>y? (ft£) r-? (NM1 ) OJltt£3|-t 

1AM hT*Sff 

tt: SNlC + LtH- 

N2C + L (2AM M 

MM: (fftl£) T-9 (NM2) <D»4£j|-f 

SSfg: NM2^ffiffl$^^3-KtmiS3-K5-=& 
1AM hXm-f 
H: SNIC + LtPI— 
I NFS I ZE ( 2 AM H 

h^-y^tWt^fflntfffi^T^^tf-L^^ 

x^si-f 

ffl& : t-*1M X£ 1 6aM $-Ciea. 
ilV^Ji^-f ^--/HfPt "fS C i: 
d:-t-fXli0x0 0 00*^0x3C6 (966) 
T-PRT (2AM M 
Sift : \—?>vn-*m 

18tg: h7-y?£$j£-n>A'-yiteSH\ jlftttl 
ffl: 1K0X285 (64 5dec ) 
T-SU (4AM h) 
Sift: h-^SUft 



ffi:0x01A»S>0x001FFFFF 
I NX (2 AM M (Opt i on) 
MM : INDEX iOffl^m 

mm-, mzvmft vmmm) <yfc®z*-tx 

&?%1£t S. Ciifi. a^SU04fg^$^fl 
(#>9 3m#) t=ffil-r§ 
ffi: OKOxFFFF (&*„ i$6 0 84^) 
XT (2 AM M (Option) 
MM : INDEX <7)if£l$fg 

«gg: INX-nnnT^Sg$ft£ftSfr^S£^£l$ig 

«suc7)4<gc7)^§i7)B$ra (m 3mm t«s-r & 

ffi: 0x0000 :£lt&5£ OxOlKOxFFF 
E (fi*6084#) 
OxFFFF : &<mhK)&X\ 
[ 0 0 5 4 ] %t:igittNM 1 1> JtfNM 2fcOWC 

[0055] NM1 
Sift : ft£«r**2*H 

«IB: 1AM hff)^a-VxmLtz^m^m^ (ft 
*T2 5 6 ) 

£frr-*tf)»7tt. #-f&3§3-F (OxOO)^t 

\.y%£lt&%< b iifesl (0x0020) *»4>*;k ( 0 
x 0 0 ) £ 1 AM M2UJE**-* CI fc 

NM2 

Sift : sra******! 

Stg: 2 AM h<0^3-FT-*L^^*^HUT- 
^ (**T5 12) 

2&lT-9<mHi. ^-f^«3-F (0x0 0) $r» 

V^{i^< i: t5feH (0x0120) frt>?)V ( 0 
x 0 0 ) 1 2 AM MaJJMWS C k 

[0056] MttN-y ^ffljgffljl (0x320)*^ 
8 0AM h£0T-^^h7-y^ffll8«l|gTRK 

HfiltoflH8Sr-«L-C«l"f *. Ill 2(CTRK INF 
vm&frt. TRK I NFrt<Or-^fcOV^T» EH 

[0057] CONTENTS KEY (8AM M 
Sift : fl«KfflSS*t^tt-C, ^tiJA-hWa'J 
r Xn y 7 TflaiS*lT*»fe«#«il4 
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fg: 0*>£>OxFFFFFFFFFFFFFFFF£T 

MAC (8AMM 

ft* : #fl*flHRSyX/*-x >y 

{MS : 3 VTVy**#***MH8W>TRK I N Ftf) 

[00 583 A ( 1AM M 
SB* : yc-»y»«tt 

hie : ^-vtvoEM*:- vnwm&tft 

m : m 1 3 LTJaTCRW* 

Jtfc'L. N = 0, KOt/^/Wi. b i t 7#lT-»f7* 

ft^£0, *4>m (L + R) 0)totffflMl:3o i n 

tt-Ktty^ki/csBef*. bit2. i<7>ffi 

[0059] A£>h*-y h 0ii s xy? r yXO^y/* 
70>fiNg£]RlSU h'-y Mli, W£SK I PA\ 9ft 
ff£*><?>tf$8£»j£L. t'-yh2{±, T-?Efl\ 

tt*—f 4 FAX^(7)ffi£7)T-^*^ffif6 
*»Jftf4. h'-y h3{i, ifcgiST&l.o b'yh4, 
5. 6 .1 2: fc<koT, H5W5J:3fc:. A 
TRAC3?)*-Kfif*M5g£:ft.i>. t%b*>. N 
tt, £c03bMh-C^£*U> ; E-F<7>(IT'*>'9. *7 
(N=0, 1 ) , LP (N=2) . SP (N = 4) , E 
X (N = 5) , HQ (N = 7) ^5^t<7)*-h'fcO^ 
T. imtifffl (6 4MB^^U^-h'cO^-) . T- 
*!gi*l/-K iya-yjy|*ic7)SUgt*5-eii-fh^$^ 

1 SU(7)AM hitti. : 13 6AMK 

LP : 1 9 2AM K SP : 3 04AM K EX : 3 8 
4 AM K HQ : 5 1 2AM h) X'hh. b'y 
h7tJ:o-C, ATRAC 3C0*-h' ( 0 : Dual 1: 
Joint ) j&*jp$;h.6. 

[0060] -mtlX. 6 4MBc7>**ll;$-h'H£ 

**y*-Kfcli. 3968/07^4. SP*- 
KT'ti. 1 SU#304aM hTiD&tf>T\ 17*Oy? 
K5 3SU#«?-.S>. lSUtt, ( 1 024/4 4 1 
00) WCIBil-*. ff-oT. 1/Q7?li. 
(1024/44 100) X53X (396 8-16) 
=4863^=8 1# 

(4410 0/1024) X304X8=104737 
bps 

[006 1 ] LT ( IaM M 



»*:H4MIR75^<tyh7*{J:tfb'7h6) fcb 
dri'JT-f A'-x3> (b*-yh5~b*-yh0) 

tsiig : z<n h 5 -y Lxmmmhh z t *m 

m : b'-y h 7 : 0 -MR* L 1 -MIR* 0 

b-yh6: o=mmn i=wmn 

b'yh5~b'y h0 : b*i!Jf 4 A-y 3 V0 (Olil 

jrajxtfis^mittrs) 

FNo (2AM M 

tHflg : ftttfcKIISiifclfrO h 9 -y l.o£<0fl 

ffi : 1K0x190 (400) 

MG(D) SERIAL- nnn(l 6 AM h) 

IC20) «i^UT;P#-t 

mgg : iegtsss-r t c^t *** m<m 

W. : OA^OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
CONNUM (4AM M 

im:m&mztix^<m<mv%smm** 

a.VT<t7Vv?liZ£iX f mZtlZ. 2C03 2m. 4 

2«ift»fflE$^Ti3'3, tmLiz&rtmtzm+i 

ffi: OKOxFFFFFFFF. 
[0062] YMDhms-S (4aMH (Opti 
o n ) 

«s«g : EMDxm^tm^mmm-ti am 

YMDhms-E (4AM h) (Option) 

s* : M±umm cnvy-v? mmi a » 

Hit: EMDtH5&f4B4ltTT*»7-f4B"» 
ffi: _B£L£Bi$^EfcPIt: 
MT ( 1 A4 b ) (Option) 

mm ■■ e m Dtuss misckm&m 

ffl: lKOxFF *«ffl<7)^(i: s 0x0 0 
LTOb i t7<?5«W t 0tf>*^4MT«HHi0 0i:'t4 
it 

CT ( lysM b) (Option) 
«ft : H^IUgC 

: m±m$titzmcDftx\ mm*.?* &® 

!:Ox0O-0xFF *ffifflC0B#Ji, 0 x 0 Of* 

h 

LT<0b i t7*UT'CT^tt#0 0<Oi§£{i?j4£» 

[0063] CC ( 1AM H 
SI* : COPY CONTROL 

mm-. 3t-«» 
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e-SflWffHRfciiU b'-yh4i3i:^5HJ;oT«3ST 

CCOfRJ: (bit 7, 6) 1 1 : $m®?)3V-£¥( 
«T. 0 1 : 3t-»jhs 0 0 : HgtfJrJt'-Srffnl 
(bit 3, 2) 00 : T-tn^V^LT-f 

CD*^cO-f-f^'^;l^T«i (b i t 7, 6){i0 

0, (b i t3, 2) te00fc&l> 

CN ( M (Opt ion) 

SI* : iS&T ^'^W tT— H S C M S (High speed Se 

rial Copy ManagenentSystemHCfctfS 3 e-ffnnUifc 

®|g : r/ e- 1 Hia\ 3t-7'J -a><7)ES'J£&3I L . 

ffl: 0 0 : atf-ilih. OlHOxFE : 0R, Ox 
FF : 

[ 0 0 6 4 ] ±^L^ h7 -y ?mm®TRK I N Ffc 
«VYT % 0x0 3 7 0a^jte£62 4A4h.c7)T-;$'£ 

<9li#fcPRTI NF£M*T^<. 015£PRTI 
NF<Ogfrfr£jKl\ PRTI NFftyOr-^fcroirVC 

[0065]PRTSIZE (4^0) 
EHfc : A->y-»M X 

IMS: ^-'ytf5**$**-t. ?7X? : 2AM h (ft 
±fi) . H&SU : lA>f h (±&) . &7SU : 1A* 
A b (ftTffi) 

ft: ?7X^ : lHOxl F4 0 (800 0) . ffl& 
SU: OHOxAO (160) . #TT SU : 0*^0 
xAO (160) ({!U SUC0gti.*(i. 0.1, 
2. fcOfrfeRttfrti) 
PRTKEY (8AM h) 

Mm : a--> y*ifr9<W-4fc*xo« 

tni : %flw*= o „ »M*iiii*a£B!Jt:ft a i t 

H : 0 i 1 ^) OxFFFFFFFFFFFFFFFF 
CONNUMO (4AM h) 

« : 3yfyy^-?ictifc»« i Dnem 
ft : a y?>yJM&MM&*-k H t*t 3ftl> . 
COO 66] ATRAC 3r-^7r-f;Pc7)JattA..y^ 
+tcli. Hi Ot^st J: WUrtfffi I NF*%*lt 

m^x. mM7r4W0>maMmi nf-s 

(07 feigns B#ra) tH-T'fc-S. lojfcfcteli 
8W<- 'jeHNtofWM h&ft (4AM 
Hftftli: LTftmflWR I N FOr-?*»tl> . 



[0067] INF 

tf#Juffiffir-^{i. ft>M 6 am hB±?4'<4 h<0 

<i : WExm? r a )v*<mwm i n f - s t isi tx 

[0 0 68] ±MUcm&^y?lZttlX, ATRAC 
3r-?7 T4)V<r>&7u v?<7)T-9t>m<. 016 

d ■/ ?<t)t—? izi^xanzmmt i . 

[0069]BLKID-A3D (4AO) 
K*:BL0CKID FILE ID 

fgfiS : ATRAC 3r-*«>jfcBrc*&«r t tmttl 

ffi: HSffl=" A3D" (FQ;i(f0x4 1 33442 
0) 

MCode (2AM M 
Sift : MAKER CODE 

— H 

ffi: JiftlOt'-yhU-tf-n-K) Tft6tMh 
(fitSn-F) 

CONNUMO (4AM M 

tsflg: 3yT> > y^--^t-rs^»^i dcossl 

BLOCK SERIAL (4'U h) 

t8tg:yn-y^o5feaao*^t')a:^y r D.y^(i+ 

fi: 0 <t 0 OOxFFFFFFFFiT' 
BLOCK-SEED (8A*>f h) 

mm-. i7av?**&iL+i>iz*#)imn 
mm :yn 7 ? <7>m\t . emiaw)** i'jf^o 
•y^Ta»*4«, i!<y r n.y^«i. +i-f y^u^y 

*»1»BI» 'v-yytT-O-yi?* 

INITIALIZATION VECTOR (8/M 
h) 

Sift : 7"n.y^StCATRAC 3T-^^Bf#-fL «^ 
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F 3 7*o -y 9 <7M*frh OH^iBHtt S U COtt I? tfO 

{I : 0 frh OxFFFFFFFFFFFFFFFF 
SU- n n n 

-McioawiSftftA^r hmm%&. mmztixh 

N = 3 84A'4 M 
ffl : ATRAC 3c0r-^ffi. 
[0070] 01 OTIi, N=384t*SOT\ 17* 
0-y?fc4 2SU##A>*l6. 1 7*D -y 7 OSfcffl 

<02-xoxo-yb {4)M h) J&W-y^fcSiX, Sf&O 
lXOy h (2A'4 M CBLKID-A3D, MCo 
de. CONNUM0, BLOCK SERIAL#Z 
ICii'ilS. Hot, lyo-y^cO^O^^MK-f 
Mi, (16, 384-384x42-16x3=20 
8 UUh) t%&. ZVmzl&Lfilto^ 8/U 
hOBLOCK SEED#Z»:fei§§;ft.ft. 
[007 1] f^yHi-'yhSU (0) - ( 1 
0 1 ) Ji, H2K*^affft/«^Jt-=-y h6 4£&» 
TCBC (Cipher Block Chainning)*- h'T'6 4 t'-y F 
( 8^V h ) <Mt*Hfcfvv?i*tiLb LTBfrtfcLT 
&j£3*irt:8A*>r hM&XCi t,z£->xffif8.ZtiZ>. 

*tf 1 6 0A>f h ) Bg^^*(4T^I»Hf^^o 

ft. -T^*>, 11f*VFa-yhSUttW;ltf2 0fl| 
^Bf^^Ci 36»fe<rft. ffl*tf>«rafcCi ti 

-O-t^yKi- y hSUrtfcfig -tfOBff-XCi 
1fi9Mtm*> y Hi- •/ h S U fcBtfo Tffiitft c: fc 
tifcu. 

[0072] 7 7vXA^ ; E';3 4^feii$iX 

TvM,7r-T^r-^«i, tmt&xofcmiii. a 

TRAC3;^?'fiEifiSftTfc9. SBffiBralM&a** 
•»Ki^yFSUTS)ft. fifot, 8l#fflEtt8S3 
a»&aMMJ7"I/-*4 fc*~f *r~ * £0?*fiJ^§ 
£lcti. ig&tf; L^fbMM&teSi*^ > Ki- ^hS 
Ufc&ft. 

[0073] i^idlC-fftdiiT', ^^-y^i^t'J 

3 4 fcg&ztix v^ftie^tsnfe^-T -r *r-?£ 

77-feX-tftlSt. fl»fl:yD-y^<OB«I0*WW-ft 

*ft. #?7X^fc££ftft-9-?yh*i->yh 
S UcO&ti, 1 fflOh 1 0 2 IWTWSHT'fiST'J) 
ft. tti. *-T**T-*«]BftS5!Wi. ATRAC 
3*^OATRAC*3*l2WOCODEC*j*T*>J: 

IKj =f (MKj , ID. ) 



[0 074] 7c3y7i—FT-?BSJi, 

mmtismL$:mLix&j8.ztit:T-?x'$>*). a 
^-ftidt, 8t»«ri^— ^Anx-fuv^mz-fu 

•y^-Fr-^BSti, x5-««hL-C7"n.y^rt 
<02tBJrC«ttSitTV^. #75X7£-££ii 
W»;a-7 Mi. flHWfcSfifcKT^ 7 -yva^ 
*y34tf>a»LfcTFU*fcSMS*ift. ifc. m 
Hi^7 M*W»»fc7*n -y *HHfc3*ifcJI 
l:777ya>t l J34 <7>iti^ L£7 F PX KlSttSft 
ft. 

[007 5] i7y-/i'jLj<*:V<§m : £> ! 2.-ll>3 5) 

; eU3 4-^<5Dr-^0*^a^, 77-yvi^ ; Ei;34 

[0 07 6] WffflTV-- V4 

fft^'a-Ml, jifl'C'7-7x>fX4 2. (WW* 
j/'a-;U4 3, »y i -M4 > ffiB/ttfity* 
Xf-^74 6, D/A^$H4 7fcitfA/ 
DSaW4 8fc* , tft, 

[0077] C±W ; E> ; i-;P4 1 ) ±W»*yji- 

>va Hi, 8»fflrw-^4^>«i«*a«wKMflrr 
ft. 

[0078] (»ty a -W 3 ) 02 tSrf i p 
fc. $HSP*y*-/P4 3{i, (yUff , SUt^±J---y h 
6 0 , ieiSJ-->y b 6 1 , a^c/ft?«mJ---y h 6 

2 , mxm^- y N 6 3 , vm\t/\mi-~ v Y e A 

iS£Vm3-->y h 6 5 ft . 0Jffll ; ei/*a-^4 3 

mwmmnmmxh*) , mmm^L. m<?> 

* t >J •fe/KiT/l- 5 - * A«^r t'O^ 5 -1 K»4 ixT 
V^ft. «ttR^*a-^4 3i±, ttft«BE&fcti» 

^U^fciB^WN-ttSr^LTV^ft. SUt^4i--y 
b 6 0 ti, SUt^^^SJt ft b , 6 4 h' y h ( 8vn' 
h ) oa^Sr^-Tft. IB1gi--y h 6 Hi, Vm& 
mz-£Wj;U«<r)T-'?$:Wikl.X\,^. 
[ 0 0 7 9 ] 01 7(i. IE«i--y h 6 1 CIE«§tlT 
V^ftr-^S:^-rft3tft(5D0t'*ft. 01 7£jjrfi 
ofc, ieSi^>y b6 ltt, VX^-Ht-^MKq - 
MKsifeAl^aGKWr-^IDd S:IB1iLTV^ft. <! 
CT, 7X?-if-^MK 0 ~MK 3 ,fc, ISaBiT- 

^iko-i k 31 fcwiattt. mftLizmmimm. 
3<r>m.mmT-? i d 0 srs^T, ne^ ( 1 > 

■m&Wbi. =5rfc, TIE^CCfcV^T, f (a, b) 

i4. man. 9i»a. b*^ffi*»aj-rftwat'*ft. 

[0080] 

tifci] 

• • ■ (i ) 
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flU Hi. OsS j ^3 lCDmL, 
[ 0 0 8 1 3 fStli- 7 h 6 1 ttJJtiBiHIf 
-^IK 0 ~IK 31 ^«rH^i. fllttf 5t*-y r- 

-If-5-MK, ~MK 31 i:HtiE«THV>t*«a")S 

[0082] &£fi£/g$g^--y h 6 2J4. 

I SO/ 1 EC 9 7 9 70M ACaWOErSSfflV^SBIC 

£ „ "Block cipher Algorithm" fcLTFIPS PUB 
4 6-2£ffi£$*U>DES#fflV^;rU>. 
[00831 ffiSfgiEx^-y h6 3«i. Witf. ayt 

B3R:as^-r6»ff*tfd<0Kjfc4->'C, wmsum. 

•yb6 3l4. »*ffl£ttiSK3frfc*-T/*T-** 
A*-t *»fl*fT 5 «t jti ->T s ^ffllB^B 3 fc 

wisrcffisBaBSifcfTd . fflsigifcL- x h 6 
314. ffl£BBsa£&wc. asuLfeMAcaw^ff 

o . aSffl5!2iiE5!VST-<i. h 6 1 CCtt* 

Ci =E k (Pi XOR Ci-! ) 

i : 1 &±<7W& 

Pi : (64t*-yh) 

Ci :l»X(64tyh) 

xor : mmmmia 

E k : 5 6t'vbc0^r-^k$rfflV%/iDES^<7)Bi 

±s* (2)e>mmt. mi sxmmztiz,. m 

1 8fciJivc . r i v j {4. 7o ?4HftHolMI ( 6 
4t'«y M "C* 1 ). B2fc*11*IWHEttS»3*>75 
•yj'i/^y 3 4CfcWt\ mSlZ^tkolZfyX? 
C LFW<7y h S U ( 0 ) Oim«clE1t§*i 

[00863 aytA-^2fcS^JiCDTU- 
^frbUUzt-T 4 *T~? tt. ATR 

AC (Adaptive TRansform Audio Coder) 3fr^£&.ftL£ 
ATRAC 3**Tffi»Sfl"rv^4. ATRAC 
14, MD(Mini Disk : J$m)<Ott<WftWB8&^ 

Pi =Ci., XOR D k (Ci ) 

i : Ulh^ii 

Pi :¥X(64t'-xh) 

Ci :BS#:fc(64t-yr-) 

xor : mmikmm 

D k : 5 6t'-yh«0|tT-^k2rfflv^DES^^I 

UK ( 3 ) tftfMHi, 01 9-C«S3*l.6. fcfc. II 
1 9 fcrfcwc . r i v j a, 7o -y ;mffll ( 6 
4 t'.y h- ) Xh 0 s 02(C^-r«l«ffllfi1i^S3(O75 
•y j. ^ t >J 3 4 1 WC H 8 fc i 3 fc? 5 X 9 C 



6 314. «Hc«tC. Witf, 3yea-*2ft*^ 

Ji^. -y h «7 - ^ 5 ±<o 3 y e i - ^ fc oia-c^-r * 

[0084] W^ft/i**^ v h 6 4 14. ftf^LfcJ: 
FIPS PUB SlUffi^SflfcECB*- 
r-'fci C B C t- K fcSSRWfcfflV vc 7n -y ?Bf#-ffc 
ZZX\ Hfr*Ht/«#i--yh6 4{4. CBC 
t-KCfcWC, 5 6h'-yh<7)|lT-^k$-fflV'>T, 3 
yfa-? 2 J>I>V>«4C DTI/-- V7 *»4>A7J Uc^- 
74*7-9 (¥£) Sr. 6 4tT-srh]6»^4B»fl:r 
o-y^^mfifc LTTfK ( 2 ) fc3-?lrVt«#ft:LT 

TE* ( 2 ) idt, C B C KTti. - 

[00853 
[&23 

• • • (2) 

359. mm. 288kb i t/sT44. lkHz-9" 
>7>V<7)X t U*m^*\ W&frHt M D C T (Modi fie 
d Discrete Cosine Transform) b SrflfJBLTIS^-ffcSft 
TV**. ^=5r^*>. jfe-f. mmWP4WX'\/A, 

MDCT-C^S^«{~^$iX. SiSMDCTCO^S 

[0087] Wft/Sf^i- h 6 4«4. F I P S8 
KO^-FOd**. BifjiUcECB^-Ffcit/CBC 

-•yh64J4. CBC^-Ftfc^T, 56t'-ybO» 

ft^n -y ? Srmfii: LTTfES ( 3 ) fc**wrfl»l, 

[0088] 
[St3] 

• • • (3) 

LWcO-t^ V K -y h S U ( 0 ) attWCEttSflfc 

[00893 *i»a- y h 6 5{4. SLicl64a--y h 6 
0. E1i-x--yh6l. a^/H«»^.--yh6 2. 
ffl5l2iE-X- -y h 6 3 fc itXeg^-ft/fl-f in -y h 6 4 

[0 0 90 3 CS*^^'a-^4 4DS*^^-;1,4 
4<4. Mitt* H4(CSrtJ:afc:i»»fflKttS@I3«)7 
5 -y i/i^< t 'J 3 4 rtfclE'SSfl.fc h7-/;f-^7r 
-fiH 0 1 0 ~1 0 1 9 Sr. a— ffrb<7)WeWfr£. : & 
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S"J 2 f»9 h 7 ••/ 9 r- * 7 r 4 

mmt, 2M<0hy-/9f-97r^JVi^bXl 

lOOhZWy 7 r<i)V \ 0 1 0 -10 1 

[0091] CBEffl/ffft* **-/P4 5 ] 

Ltz^fcztitz*-7<*T-9zm. j %itzmzmi 

t&mz. ATRAC 3^T'E«$nTUl»5j— r-f 

/A^^f|4 7(cai^S. ifc. #!;t<f. CDTU- 
*7 & S i^irj ytf i-^ 2 A* ltz^-f -f *r 

«®fflie^S3ci£irr^^t, iK*-r 

* r - 9 * A T R A C 3 MtBt 5 . 
[0092] CD/A^|47D D/A£&3§4 7 

[0093] CXhf-^4 6)^t-^4 6t±, D/A 
[0094] CA/D£J8£48) A/D£j£2s4 8 

m-T^T-9t:f : J9)vm.i,z^bxsm/w 

[ 0 0 9 5 ] 0 1 i3jtt*-T -f *^fA 1 <0 

[0096] ffliraggs 3^co«# 

[0 0 9 7] Xf-vTSl : 8*» JH7V— ^4 
[0098] Af y7*S 2 : «^fflfB1i^S3 h8S«ffl 

[ 0 0 9 9 ] -y TS 3 : JBie^gS 3 1 mm 

7u— ^Atmx-m.m.^mmhixh, mum 
\,z^x\xmth. 

[0 1 0 0] *r-y7S4 : X-f -yTS 30«5l8iE» 
I Kj = f ( MKj , I D, ) 

ztuzx o . tmmru— \m t 

JifBse (4 ) Kij<tH{R*»oB3E»T-* I K 0 
~IK 31 fc«tr/-7^^-®T-^MK 0 ~MK 31 £*rL 

r-9 I K d #aHRS*U. MHRSix/ctgSESlT- 



Sfc J: flt^fflietggS 3 fc«t t»ffl7 V4 CO 

[ 0 1 0 1 ] Xf?rs 5 : jMlffflEttgS3&J:tftl 

[ 0 1 0 2 ] Xf-y/S 6 : i&£ffl7V~ ^4*^}*^ 
ffl!EtBIB3K, ilft'f ^-7x^X3 2, 42£tf 

tf. wmm,z^x\tm&h. 

[0103] Z<DJ: o {Z. *-r -f Jj-^fA 1 K Xil 

j*»fflru-^4*»^*»fflffl«at3t % ire 
[0104] c^teir-^iKj vmsum (020 

{c*-TXr>y7S2) ] 021«±. WSMt—9 I Kj 
<?«K?«»«-aBW-4fc»^Br**. 12 lfc^-ti 

5 ic , H 2 fc*ftJWJari/-^r 4 <r>mmL3-- y b 

6 0fc.J:oT64t*<y KOSJRRj fr'^^ilS. 
SJcRj tt. UKfffflru— \*4*»4»8WfJBE«SI3t: 

Sit!.. *LT\ 9tttfflE1ligI30ffiSi8iEa=. 
•yh 5 3ti->T. 6 4t-yh»aj»Rj OTG5t'-x 
b SrfflV^T , ia«i- y h 5 1 (CiBtl V^£SBK 
T — 9 I K„ ~I K 31 CDot>-?)immT-9 I K 

j ( j iio s j s 3 1 jwtjes^i* . 

[ 0 1 0 5 ] tfz. »«fflie^l3c0E^-'y h 5 

1 t^m^ttirzmmm^T-9 1 d 0 mmi 
[ 0 1 0 6 ] * lt . AWfflru-^ ^4 conmm^-- 

[ 0 1 0 7 ] m&/mmm3---v h e 2^ 
\*x. mm%ztitz'?x9-mT-9MK j t. mt 
jsemm. 3 »t>\u uzm.mmT-9 id, t m 
^x. Tie* ( 4 ) izm^x, tmmT-9 1 k s z 

TIE* (4 ) IZ&^X. f (a, b) it. m 

[0 108] 
[»4] 

... (4) 

^ 1 K d ti, a^tsfflsBffiaa^frdRc, in 

I K 4 tf)3t»afiR**i4BB«r-^tt, 02 1C 

stjaa^ffdistaftRj izmtxy 
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[o 1 09] arts. ±atfcitaBBiirctt, aft*jnv> 

[oho] tmm§sm*3 tmmrv-^A t 
^MniasBBsm (020 iz^ctxf •/ 7 s 3 > 30 

2 212. j^JfliE<^3fc^ffl7U^4fc*>ISkD 

BSBfcf-* I Kj oaSWPfcWftTLTtJO, fllwffl 
rU- J r4<?mZ.mSL3--'v V53 h8l#J8f21ggS3 
<0ffl5ig8Ei--y h 6 3li. SJRU^fglEIlT-^ I K 
i » BWfflEWSJf 3««B«B8lr-^ I D n Srfi'LT 

MAC fl =MAC ( I Kj , Rd 
W77S13: MfflTV-* Y4ii. r Rd || Sd || 
MAC, II j j *8HfffflEfBai3t:aj*-r6. 
[ 0 1 1 6 ] *r yTS 1 4 : i«*JIJEtt£I3affl£ 
BE3--V h5 3fc*swc. H2 0t^-t^x-y7-S2 
Tlf^IZffiiT-^ I Kj iiXXf r Rd II R as II I 

MAC E =MAC ( I Kj . Rd 
Xt vTS 1 5 : «^fflSit^a3c7)ffli:!2tEJ-- y h 

5 3££VtT. Xf7rS14Tff))tMAC B tXf 
•yrS13TA*LfcMAC 4 fcfcifcliU -Stl/O* 

» fll^fflTV— fr4:«g«3:BffiBT--* I Kj £ 
* I/O «l«fflieii^a3«i»« 
JB7U-*4jWE3fcffl¥"C*4 fcBK-f *. 
[ 0 1 1 8 ] Xt 7/S 1 6 : St#ffllE1^S3c0fflS 
MAC C =MAC ( I Kj , R as 
Xf77S 1 7 : *»fflieig^B3^agc^J---y h 

[0 1 2 0] XryTl 8 : ftttfllEtt$»3*&i*tt 

Y»4fc. r Sos ||MAC C j Srffi^j-rs. 
[0121] Xr yTS 1 9 : m&m7V— T40)m. 

MAC d =MAC ( IKj , R,„ 
^T7rS20: JfcmffiTV-^ 4 «0ffl5l2fEi ~ -y K 

6 3£fcWC, Xr-yTSl 9T#«»tMAC d fcX-f 
■y7S 18T'A*LJtMAC c fcfcfljRU -Sl/O* 

*uf . mmmm3mmwmT-? i K d * 

*l/0*4£fcjMh&»*fc*>. S*»JB7 , l/—\'4lij** 
Jfl£t^3jWE3*ffl¥"C*4fcBS-**. UUiO* 
atUJot. 8IMeti§£13fc$F£fflrU-^4i:<D 

[0 123] (t7i/ 3 >If-^Se ktf>£jSWI 
(02Ot^-fXf «y7*S5) ]023«. -fe-yv 3 y 
St-? S e ktfD4*«ffl*BffiW4fctttf5El7**. 



[oiin xf7rs i o : mmsa£M3ff>a& 

h50KiJV^T, 64t'-y htf)8JRR.a££ 

[0 1 12] XfvrSl 1 :8S1&ffl7V— f4<7)SUt 
Hfci-- y h-6 0£i5WC s 6 4t'-yhcoSUcRd fcj: 
tfSd 

[0113] Xr-yrS 1 2 : flS^fflTL-— f 4 WBK 
b6 3fc»VvC, 02OtC^fXr yrS2 
■fltfcHEfcf*-* I Kj fcJV r Rd || R ns || i 
D„ j m^X. TIEsS (5) fcS^WCMAC*** 
fifV\ MAC fl 

[0 114] ££T'. AllBtt, Ai:B<7)jt|£<nt*'y 
bCDAOf^tmb' y l-OBSrSS^UC (n+m) b' y 

[0 115] 
[»53 

R. a II I D. ) • • • ( 5 ) 

D m j fcJHWt. (6) fc«r*vvcMAC»M£ 

ffv\ MAC B 2r*«>S. 

[0 117] 

[»6 3 

R.s II I D. ) • • • ( 6 ) 

f2I&x- y h 5 3 fcfc WT , S 2 0 K*tXf7 TS 2 
T»fcBB*f-* I Kj fe«ty TR„ S || R, j 

t, te* (7) izm^xMAcmmn\>\ MAC 

[0119] 

[ism 

R d ) • • ■ (7) 

HE^y h 6 3K*iVvCT3K ( 8 ) CI^v^MA 
cm»m\ MAC„ S:$a6|.. 
[0 122] 
[«8J 

Rd ) • • • (8) 

Titziztt. m&Lt&2 1 i»z^nmmT~9 1 k 
j (rymwma xxM2 2 iz^ttzmwmmT l 

TfcO. JJHfJBK^«3teJ:t;*»ffl7 , U-^40JR 
^Ttt. StRt?tI2ffilT-^IKj fcJ:t/a^S d . S 

[0 124] XT77S3 0 raMfffflrU— V4WH5 
fg|kx--y h 6 3J2. aH?LfcBB«T-^ I Kj fci 
V r S„ II S fl3 j tm^X. TIE5C ( 9 ) {w«^V^TM 
ACmM£'&\ *^3>if-^SekS4lSt 

s. 

[0125] 
'3 
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Xr-yTS3 1 : mmmmW3CD®mm3.--y b 
5 3ii. SllKLfcfSiEgT-* I K d fc J:tf r s 4 II S 
D3 J fcJHWC. TIES (10) fcS^WCMAC8l*£ 

y 3 ylf-^ S e kte, jE3*«#H±T<Mltf , 81 
t-yyaylf- ?Se k = MAC 

css^ffliaiiiss 3^jt-t *T-^o§#ii^«i 

a (02O^-fXT-yTS6) ) H2 4ii. tiffiWiT 

v-*?4 t^mmsmm. 3 f 4 *r- 9 cr> 

■fc <y x 3 y&r- ? S e kO^^Sfil^T LTfc 0 . 

&wm%7\'-*4im t-t -y >> 
[oi27]xf77S4o imwHrw V4(i, a 

[0 1 283 Xr-y7S4 1 : 8HMl7 , l/-*4tt, Bg 
-^^t/a^-'y h6 4(Cl3V^T. Xr-y 7-S40t'^ 
& Lfc 3 V^Sir-? CK2\ -t -y 3 >«t-? 

Sek£fflVvtBf-5Hb-fl>. 

[012 9]XT-y7"4 2:^ffl7-p— V4Ji. Xt 
•y r s 4 1 -tn&f-ffc; t fc 3 y r y y*f- ? c k $• m 

[0 1 303 Xr-y TS43 : mmi®$iW3li.. X 

h. 

[oi3i]xr7rs44 :mmtiwm3n. « 

^•ft/a-fJL--/ r-54KfcVvC. Xx-y7*S4 3T-fl 

* Lfc 3 yfyyif-^ c k £ , le-tg^-- -y h- 5 i a> 

TMK=PK XOR CK 

h6ot7-o-y^«(casc$-^s-ii-. wmmzmi 

^yo«y^^-KT-^BSSr4lStS. 8t^ffl 
7°P— Y4ii, iK^t^^O yi/v-HT-^BS 

& . iK^o -y 9 n<m i o t^-rMiE-t hmizw&. 

[01 37] Xf"/7S5 0 : flS^fflri'-- f4<i, W 
BK = MAC (TMK, BS) 
MACSJfcOfiC. Witf. SHA-1 (Secure 
Hash Algorithm) . R I PEMD- 1 6 QKb'CO-jjft 
ttyN-yi^J.MSt(one-way hash function) <7)Xf)liZffi$ 

mm^tzm%*'ft~>x7x3v9m : -?BKz±foL 

[0139] -mmmftit. xx r )y= 
f (x) mm-hztim^x-hhtK ®cyj:0x 



I K j . S d II S„ ) • • • (9) 

T4« Lfc-te 7y 3 yfflr- ? S e k i: 

[0 126] 
[&103 

I Kj . S d II S os ) • • • (10) 
[ 0 1 3 2 ] Xf 7/S4 5 : 3 

[0 1 3 3] XT77S4 6 :JWWB7W— 3 

- * 7 r 4 /H 0 0 n FWT R K I N F |*| fcRjg* *> . 
[0 1343 7T77S4 7 iJJMHflTV— \-4li. a 
gr^a- >y h 6 0 K^<-74StaR*»feS*. IIS 
OW=j6tfcA-7«r-^PK*4jaW&. 81 

h77?f-?7r>f;H 0 1 ncTygfit^-^PR 
TINFrtfcg5&tl>. 

[0 1 3 53 XT77S48 :8S®ffl7V~ f| 
itf. A-yftfc, g^jft/Sg^ y r-6 2£i5^ 
T. T!££ (11) tS-r-tot:. xr-y 7-S4 7T-4 

mm. /*-vmT-9PK}:a>TyvmT-9CK 

[0 1363 

mi 13 

■••(id 
itr. mn8/mi&3--v h 6 2tcijv^T. Tie^: 

(12) t^rtipt. ^r-yrS4 6T'^L/iT> 
^U^r-^TMKfc, XTyTS4 7T«Uc7" 
D >y ^ v- Kt-* B S t JfflUTM ACaUKttf V\ 
7n »?*t7D >y ?aT-? B K . 

[01383 

[»123 

•••(12) 

IStC-^V^Tti, 0IR If. "Handbook of Applied Cryptog 
raphy.CRC fress"$rirtCBL<iEii3*lTV>*. 
[0 14 03 XT77S5 1 :8HWfcru-*4li, 3 

T, ATRAC 3**Tffi»t*. *LT. «HWk/« 
-fjL--yh6 4tiD^T, XTyTS5 0T-^Ucy 
n-y^^T-^BKSrfflv^T, l?5feffil§U:*-T-f* 
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T-7£CBCt-F X'tmitr h . 
[0 14 1] X T yTS52 :t^mrv~^4i±. X 
T vTS 5 1 •CBf^'fkLJt^— f *T-*fc«tt^-y 

[0142] Xf77S 5 3 : J&gffif 3 <4, X 
T77S5 2TA#LfcH#fc&h**-T4*r--* 
i:Jg14^-y7*£, 77"/^t'J 34£*7)2£S# 

atr. ja±o«afcj:oT, mmru-^4t^m 

TtS. d^TJi. 04tf)b7»/7T-:77T>f 
;n 0 10 ~i o 13 (covvc«*»<fcjF. Sl^fflT- 
I/— f4li, 04OS41^7r-fMCOv>Tt|5lttfc 

[0143] i£gffliE1gi£« 3*>f>7>S!*ffi tm 
H2 5I4. flH&JBiEttSIS 3 *»£8H!«fl7V-*4 

[0 144] Xf xrS6 1 : fll^fflT-V— \*4*>f>» 
^ffllS1iS«3(c, KMtil&ESttthy'*?-?-* 

[0 14 5] XT-/TS2 : H2 1 SrfflV^T Hlf^Lfc«t 

[0 14 6] Xr-yrS3 : H2 2 £fflWCfii&L*:J: 
3 fc, 8l#fflfeii§l83 t*^ffl7V-^4 tcOHT-ffl 

[0 14 7] Xr-y7-S4 : Xf7 7"S 3 WfflSBIBlft 

ate j: ^ximmiimm. 3axu : mmr^-^4co 
[oi4 8] xt vts5 -.mmaasms^i-t/m 

mmrv— V4{=iJWC, -fc>yX3:x&T-7Sek# 

[ 0 1 4 9 ] Xf y 7"S 6 3 : *^ft5ilfc*-r 
r-7£, 3IfI-f >-7-7x--rx3 2, 42*1tLX. 

mmi®&w.3frt>mR7\'-*4izm*-m. i 

[01 5 0] -r**)^ ^-T-f^^XrAi-cii, si 
fybti. MMm^^X'hibtmrzm^lz^. 

mt&zoiz. tmmru-wtzis^x. mmm 

3 >t->*Mt— 7 C K £ Ji^-b -y >- a >®r- 7 

s e k-cinrc* s . *fHtisw*JB< «t a 

[0151] C»»fflElBat3*»6<0*-T -f *r- 
***»tHU8a (H2 5fcjjcf*r y7*S63) ] 0 



2 6fi. ««ffliEffilB3j6»^»»ffl7 , U-^4^* 
-r -f *T-7<0MAai L«lfcK9W-Sfc*tf>0T* 

r-^7r^;H0 10~10 13{c{4, ElO^f 
«kd£, TRI NFCnyryya-f-^CKs&^S 
it, ^-y*e/<-y»r-*PKa&«Rjg3;h., #7? 

X7C LrtWiyo y 7 i/- Yt-9 B StfifetSflT 

mmmm.3&i.vmmi'-*4\±, lES&ffi 

#|B|±-e&Mf. Islt-t yv-ayllT-^Sekfrfl-L 

[0152] Xr-yTS 7 1 : 8S^fflf£1£2SS3l;t 7 

?f-?77-f/H0 10 -1 0 13 <y)a*>a*t&LS 
SflWCWiSS ft4 h y -y 7 r- 7 fc*ttW* Vy>>7 
f-^7r-fy^L. SK#^Uch7-y7r-7 
7 r 4 /l*flWW-6 7 5X 7 flOtf-r 4 :*t-7 i . 
if^yKa; », h S U LTK^tii I TSS^fflT- 

V4nas*-f*. j*MtfigS3«^ 1;^. ±te 

h7-y7r-77r-f ;^Jitt^ y ymz-ft ixm 

mrv— V4taj7j-rs. 

[0 1 5 3] Xf77S7 2 :8MlffflrV-- V4tt. 3 

[0154] Xr-yTS 7 3 : »^ffllE1^S3^Bf^ 
it/m^J.- -y h 5 4 <i , XT77S7 2 T'ATJ $ fut 
nyfrylf-i'CK?:. ieifa-.y h5 UcffittS 
*lTV^IE«fflitf-^SKin SfflV^T«^6. 

[0155] X-f -yr S 7 4 : 8SMeii§tS3<y)B£§ 
-fL/fS^JL^-y h54Ji. Xf-yrS7 3T1I-§-Uc3 
^/yif-i'CKi. 02 5 C^-rx-r-y 7*S 5 T 
f#4>fl^-fe -y x a ySr-7 S e k Zm^XB&fct 
h. 

[0156] Xr-yTS 7 5 : fil^fflffiliga 3 (4 . X 
r -y 7* S 7 4 fHf^ft U^yf V 'yUr- 7CK$r}j| 

[0 1 5 7] Xf-yTS76 : 8Kgffl7V~ <0BS# 
^a-^i- -y h 6 4 Ji , Xt 7 7' S 7 3 -CStffffllBfl 
gl3*^A^L^3yf-> > 7^7 ; -7CK$r, •b-yv- 
a yHr-7 S e k£fflWC«#t£. 

[015 8] XT77S7 7 ^4coa± 
•yh62(i,Xx-y7'S76 T1S^$ flfc 
3y T >-7SlT-7CKi:, Xf77S7 lT'A^^it 
fc^7^«fOPRT iNFt*ifti/«-'y»r 

U Sir- 7 TM K t . 
[0 159] 
[»13] 



TMK=PK XOR CK 

x?7rs78: tmmr^-^om&M/mwj- 

yVmr-fTMKk. Xt »/7S7 lX'AJjZtitzb 

-/ 7 : s- Yt-9 B S k iMWZ , Titt ( 1 4 ) 

BK=MAC (TMK, BS) 

\-64lZH^X. Xt -/TS7 8T-^L7t7'o-x 

£7o-y7aT-7BK£fflVvCff;bftS. 9Hr 

[0 1 6 13 Xr»/7*S8 0 : SHWB7V-*4tt, ffi 
i/lfWy'i-WSCiiHt^ Xf -yrS7 9T-a 

SK#*U:#-T<f*T-*&. D/ASfflWS4 7-C 

S7 8T1X^U:*-T-rtfT-:y"£, ^>7yFa--y 
hSUMM&fcl/tttJW*. J2Lb*>«IKJ:-5T. « 

[0 162] Ch^y^T-^^r'f^^S'JIimJQ 

uraLfcidc. »»fflrw-^4(?)»fct^a- 

W4li > lfflc0h5-y?T-?7744/£#S l JLT2 

fflco b 5 -y 9 t- 7 7 t a ivt&m-i ftmmmmm 

t. 210h7-y^r-?7T'f^$-^L.THi<7)b 

5 •■/ 7 t — 7 7ta jui^Li-i^mmmt 

0. 

[ 0 1 6 3 ] jfrf, iHMWMSlto^TRSW* . II 
2 7fcL flWfflru— V4c7)««^^i-;P44tJ;S 
h7'y7T-777'f /t^fflWMSa £ & 
O0T&&. «feti/ji-^4 4Wl % flitf. 02 7A 
fcjjcf 1 »> h 5 -y^r-* 7 •MA' ( 1 ) Sr. 02 7 
B{C:*tb5v7T-77MA'(l) k. 02 7CK 

SUX'h*). SRWTIi. H2 7BtSc1-J:3ft:, 
•y7r-77MA ( 1 ) ?)757.7CL (2) <W> 
yKi--ybSU (3) tSU (4) ieOfartfgiJSft 

[0164] SKflHfc <k 0 „ hry 7r-7 

7MA- ( 1 ) <7)?yX?CL (2) «028At^t 
<k 3 K«r 0 . *fcfc4jS3*ifc b 5 -y 7 r-7 7 r 4 A 

(2) £>7777CL (0) <i02 8B(C^f Jot* 
h. Zff)k%. 02 8 BC*-f h5 7?f-^ 

7MA (2) <7)^7^CL (0) (yD-9-^yh'a.- y 
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BKfc-f&„ 7o-y7§lT-7BKJ;i, /Dv/SKf 

[0160] 
: [»14] 

• • • (14) 
hSU (0) \i$'m<?>Y7»/9T-97T4>V{ 1 ) 
(2) <W7yKa.-yhSU (4) fc$r 
1 77?f-^7r-f/K2)^7^CL(0) 
>y h S U ( 1 ) JiftfJfijcO h 7 -y 7r- 
77MA-( 1 ) 057777 ( 2 ) <W7y h'i- y h 
SU (5) fc**. 028Bfcijrrh5??T- 

MI Vfctt, 027A, Bt,Zijk?h7v?T-? 
7MA-( 1 ) 0?7XKL ( 2 ) rt^^VFJLZ 
; -y h S U ( 3 ) 0&f*c7)8A4 b ifiW&Ztlh . 

[0165] *»fi^©T'Ji. 15$ U: «t 3 K#7 57 
*rtfc*jWC, «D<01f7yFa--yhSU ( 0 ) COfi 

WK7*o -y ^m^kMBfi i vzsmitiz tx-. m 

5 T-77MA-£fM^I>i?e^g£fSmKT-£&. * 
Jt. S*B#fc. i^V Ha-7 b S U ( 0 ) k&lz. * 

[0166] *aBRJBTtt. ^SJMiO h 9 y ^t-? 

fcitfro-y^stT-^fcL WJlCK_K PK_ 
1*JJ:^BK_1T-J)I.. ftm&C0h7'y?T- 

97t4>v ( i ) <?>3>T>y&T-?* rt—y&f— 
fi5£v : 7'a v?mT~?it. -eii-fticK_r , p 

I K_l' feitKBK_lt'J>l». V7v9t-9 

7t\)\> (2) conyxv^ar-?, ^•- > yar-? 

» feJclXyo-y^Hr-iS'ti. -eii-fiiCK_2, PK_ 
2fcJ:^BK_lT'*)S„ 

[ 0 1 6 7 ] 02 9fcL »»ffl7-U— V40«R*ya 
: -;l/44fciJ^T. ir^h 7 ~>9t-9 7 r>f^ 
i ( 2 ) <7)3yry > yltf r -?fcJ:^A'->yaT-?Sr4 

;f-?7T-f^ ( i ) k\m\zmz?£-3 yf-ymf 
9PK_2^mz^i-ioiznm,tizkx\ 7o-y 

[0 168] Xr-y7S9 0 : «*t>'*a-;l'4 4li. 
mi. \j}LK.kmillZ%&MtXTv7S9 Iff) 

mzmti. Kfstx^^kmt^^txT 
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[0169] Xt-vTS9 1 :«fce5oi-/M4tt. 
ajS£g£a- -y b 6 0 fcSJ*£»£;&-e\ SfMJclcJS 
tfc 3 yfyyif-^ c k_2 £§Tft££j£-f & . 

[ 0 1 7 0 ] Xr y 7 S 9 2 : 8S«/Bfei§§£H3 
y b 5 4 fcti we , Xf77S9 1 
L^3yr>'y|lT-^CK_25r. iai&3.-«y b 5 1 

PK_2 = CK_1 XOR PK. 

CDh.CJ:'), h57?f-^7r^(2) fcowc, 
UK* (11) t*^^S*ift^y#5U«T-^ 
li, b7-y?T-*77>0M 1 ) (Of^'JIf- 
^fcHtK^ 1 ), ifiK (12) (c«^T£j££*l.S 
7d -y hftmm<7>7u ~,?mrr—9 B K_ 1 

fcBCfcrCt'S. -£0£#>, Vy-j9T-97r^)V 
( 2 ) > Hi- -y b S U £fft:&7u -y 7 &r 

-9 *mxm&m<ic$h-mm^. 

[01 74] At vTS9 5 :»*ES;.x-*4 4tt, 
XT77S94 LfcA-y&r- 7 P K_ 2 £ . 
Ii^b7-y?r-^7T'f^PRTI NF(C**)4*# 

[017 5] ^<7)J:3tc, sT-^sTJ/X^MTtt, 
^f]UT«ffct4^LJtb7-y^T-^7T>f;K2) 
con yT>V^f~9 1 IX s fpt&n yf>7lf- 
*CK_2*JHVvfc»&'Cfc, ±fE5$ (15) 
TA-7ilT-^PK_2$r^'ri.ii:f, fy*5 

6. 7nv?gT-?i#S'JIi07n-y7g 
r-^BK_lt|ilttt'^. b7-y^T-^7T'f;b 
( 2 ) ftW) > b' -y b S U £$Tfc&7o y 7 8r 
-*£fflVvcS«Bt9^S£3»65rV>. ifc. RSI 

THPfl&Ob? v9t-9 7 rA)V ( 1 ) <T)n-*m 
t-9 PK_l' t. ^n7?If-^BK_i^i 

jesti*. -eo^m. 4Hwa*>b 5 774^ 

( 1 ) rtW»b*JL-<y bSU££r£&7o -y7ftr 

y y 7 t-? 7 7 4 jUOJHWHKWcft 

7-y?r-^7 7'f;H^V^TO^a / <.^3& { , fSfc**'* 
a.-lVAA\t. B4<0B4 < fa77'f;H OOKOV^T 

[0176]»;{C. Y-7-v7T-97T4)U<?)1&&im 
fmiiZWC&mth. 03O(±. »»ffl7"U-^4«) 
-/M 4 £ J: S b 5 -y 7 r- 7 7 7 4 /btf>£ 
^«W81*BBH-r6fcAtf5EIT*S . H30 tc^-f J: 
olz, Wrt^a-A^tt. Witf, H3 0Afc^-f 
f77?f-^7r^l' ( 1 ) fc. H3 0B£Srf b? 
7?f-^7H/M2) tSrlS^L-C, H30Cfc* 



[0 17 1] Xf y7S9 3 :«fc*s;jL-^4 4tt. 

mm^t^iit^yi-y'ymT-9CK_2^. m 

hy y?T-97T-<ll<<?>TRK I NFtC«#jitf. 
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